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1.Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two) 
A. It drops lower-priority packets before it drops higher-priority packets 
B. It can identify different flows with a high level of granularity 
C. It guarantees the delivery of high-priority packets 
D. It can mitigate congestion by preventing the queue from filling up 
E. it supports protocol discovery 
Answer: A,D 
Explanation: 
Weighted Random Early Detection (WRED) is just a congestion avoidance mechanism. WRED drops 
packets selectively based on IP precedence. Edge routers assign IP precedences to packets as they 
enter the network. 
When a packet arrives, the following events occur: 
1. The average queue size is calculated. 
2. If the average is less than the minimum queue threshold, the arriving packet is queued. 
3. If the average is between the minimum queue threshold for that type of traffic and the maximum 
threshold for the interface, the packet is either dropped or queued, depending on the packet drop 
probability for that type of traffic. 
4. If the average queue size is greater than the maximum threshold, the packet is dropped. WRED 
reduces the chances of tail drop (when the queue is full, the packet is dropped) by selectively dropping 
packets when the output interface begins to show signs of congestion (thus it can mitigate congestion by 
preventing the queue from filling up). By dropping some packets early rather than waiting until the queue 
is full, WRED avoids dropping large numbers of packets at once and minimizes the chances of global 
synchronization. Thus, WRED allows the transmission line to be used 
fully at all times. 
WRED generally drops packets selectively based on IP precedence. Packets with a higher IP 
precedence are less likely to be dropped than packets with a lower precedence. Thus, the higher the 
priority of a packet, the higher the probability that the packet will be delivered (-> answer A is correct). 
 
2.Which security program element involves installing badge readers on data-center doors to allow 
workers to enter and exit based on their job roles? 
A. role-based access control 
B. biometrics 
C. multifactor authentication 
D. physical access control 
Answer: D 
 
3.By default, how Does EIGRP determine the metric of a route for the routing table? 
A. it uses the bandwidth and delay values of the path to calculate the route metric 
B. it uses a default metric of 10 for all routes that are learned by the router 
C. it uses a reference Bandwidth and the actual bandwidth of the connected link to calculate the route 
metric 
D. it counts the number of hops between the receiving and destination routers and uses that value as the 
metric 
Answer: A 
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4.Which spanning-tree enhancement avoids the learning and listening states and immediately places 
ports in the forwarding state? 
A. BPDUfilter 
B. PortFast 
C. Backbonefast 
D. BPDUguard 
Answer: B 
Explanation: 
PortFast 
Spanning Tree Portfast causes layer 2 switch interfaces to enter forwarding state immediately, bypassing 
the listening and learning states. It should be used on ports connected directly to end hosts like servers 
or workstations. Note: If portfast isn’t enabled, DHCP timeouts can occur while STP converges, causing 
more problems. 
https://skminhaj.wordpress.com/2015/03/04/spanning-tree-stp-rstp-mst-enhancements/ 
 
5.What facilitates a Telnet connection between devices by entering the device name? 
A. SNMP 
B. DNS lookup 
C. syslog 
D. NTP 
Answer: B 
 
 


